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Introduction

Thank you very much for choosing our RouteMagic Controller (RMC). This document describes
how to use RMC safely and properly. Before Using RMC, be sure to read this document and
understand how to operate and the relevant instructions completely.

This document describes about RMC Version3.5. Recent software and manuals can be
downloaded from the Web site of Routrek Networks.

http://www.routrek.co.jp

About This Guide

This document provides step-by-step initial configuration, functions and usage of RMC.
Also refer to “RMC quick reference” for detail of RMC commands.

Related Documents

For more information about RMC, refer to the following documents:
B RouteMagic Controller MP1200 / MP200 Installation Guide
B RouteMagic Controller Quick Reference
B RouteMagic Controller Release Note

B RMC Setup-server guide

RMC-13-004E 11/2004



Before Use

(1) The contents of this document may be changed for improvement without notice.

(2) Any copy, disassembling, decompiling, or reverse engineering of this device or our
proprietary software incorporated into this device is strictly prohibited.

(3 When you bring this device to the outside of Japan, a parameter sheet may be required of
you to judge whether such device is strategic material based on the Export Trade Control
Ordinance and Foreign Exchange Control Order. If you need the parameter sheet, feel

free to contact us.
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1 Outline of RMC

1 Outline of RMC

This chapter introduces the RouteMagic Controller (RMC) installation requirements about device

and network environments, and also brief hardware feature overview of RMC-MP1200 and
RMC-MP200.

1.1 RMC Installation Requirements

RMC can be used with the following device and network environments.

Requirements of Target Device

® A console port of the device meets the RS-232C/D specifications.

B A console port of the device functions as a dumb terminal (ASCIl character
output).

B The device outputs an error message and any other log to a console port.

Requirements of RMC Connection Network

m TCP/IP network (IP version 4).

B |P reachable to a host on Internet with SMTP.

Recommended RMC Connection Network

m |P reachable to a DNS server set properly.

B E-mail transmission can be made directly to MTA (Mail Transfer Agent) to/from
which a mail is sent. (No mail is received through a relay host nor POP.)

m A DHCP or RARP server is available.

B An NTP server is available.

m ATFTP server is available (for saving and upgrading the configuration).

12 RMC-MP1200 Hardware Overview

RMC-MP1200 has 12 serial ports (COM1 — COM12) to connect with target devices, two
Ethernet ports and console/modem serial port. It also has DISPLAY/KEYBOARD port and
LCD control panel that provides good operationality.

The following figure and list describes ports and functions of RMC-MP1200.
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RMC-MP1200 Front Panel

DISPLAY Port

KEYBOARD Port
COM A Port
ETHO Port
LCD
17 ETH1 Port ‘

BEUTRIE
g

COM B Port ’ COMl COM12 Port
or
LINK/ACT LED Arrow buttons

SPEED LED Buttons [A]/[B]

RMC-MP1200 Back Panel

Power Swich
DISPLAY Port Port to connect a VGA monitor.
KEYBOARD Port Port to connect a keyboard. PS/2 English/Japanese
COM A Port Port to connect a serial console terminal of RMC
COM B Port Port to connect a modem for backup network connection.
ETHO Port Ethernet port (to connect to an external network).
ETH1 Port Ethernet port (for maintenance).
LINK/ACT LED Shows Ethernet LINK/ACT. (Blinks when sending/receiving data.)
SPEED LED Shows Ethernet speed. (Turns on at 100 Mbps.)
COM1 - COM12 Port Serial ports to connect with target devices.
LCD LCD to display various statuses and operation messages.
Arrow Buttons Operation button for LCD panel.
Button [A] Execution button. (Confirmation of operation execution)
Button [B] Cancel button. (Cancel of operation)
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13 RMC-MP200 Hardware Overview

RMC-MP200 has two serial ports (COM1, COM2). Up to two target devices can be
connected with the port. COM2 port also can connect with serial console or modem.

The following figure and list describes ports and functions of RMC-MP200.

Status LED
Function Switch

LINK LED
ACT LED

AC adapter iack

Uk i 1B GO § G B

COM2 serial port

COM1 serial port
Ethernet port

FEAET

Hardware reset switch

Shows the operation status of RMC.
Normally IP address of RMC is displayed.

Status LED

RMC function switch. Provides the function to shut down/reboot RMC and

Function switch i .
to display serial port status.

LINK LED Shows Ethernet LINK

ACT LED Shows Ethernet ACT Blinks when receiving data.

COM1 Port Serial port to connect a target device.

COM2 Port Serial port to connect a target device, console terminal and modem.
Ethernet Port 10BASE-T Ethernet Port

Hardware Reset Switch Reboots (restarts) RMC. Shutdown is not executed.




2 Start-up of RMC

2 Start-up of RMC

21 Tuming On Power Supoly

When RMC has been connected to the target device, turn on the RMC. The power supply
switch is located at the back panel of RMC-MP1200. RMC-MP200 has no power switch.
Plug the AC adapter into an outlet.

__U If any electrical trouble occurs when RMC has turned on, turn off RMC immediately.

22 LCD/LED Information during boot sequence

During boot sequence the status of RMC is shown by LCD/LED.

MP1200 / LCD Indication MP200 / Status LED Indication

) All turns on
Starting . ——
Internal operation status indication

RMC software version indication RMC software version indication
Loading Rotation indication
Having valid IP | IP address indication IP address indication
address ETHO (e.g. “-192.168.0.2/24-")
Having no IP

No IP address indication no IPAJdrESS  indication
address

__U When the status LED is in a rotation indication mode, or when the LCD shows “Loading”,
do not turn off RMC.

__U If the LED does not show the IP address or “No IP address” even when three minutes
passed after RMC turns on, turn off RMC once and turn it on again.




2 Start-up of RMC

23 [P Address Indication

When RMC has acquired the IP address automatically, the LCD or the status LED shows the
IP address as follows.

MP1200  The acquired IP address of ETH1 Port shown on the LCD as follows.

Lﬁ' IP Address of ETH1 Port is not set by DHCP. You should set the IP Address manually by
LCD panel or RMC command.
Refer to » 3.7 Configuring IP Address

MP200 The acquired IP address shown on the status LED.
The status LED shows the acquired IP address. All the character is shown one

by one at one-second intervals. When the trailing character “-” is displayed,
the IP address is shown again from the beginning. This cycle is repeated

For example, “192.168.82.3 / 255.255.255.0” is shown as follows:

Leading character The number of netmask bits

IP address (decimal notation) (decimal notation)

l [ ' | yJ_\ I Trailing character
|

Repeated
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3 Initial Configuration of RWC

Initial Configuration of RMC

When RMC has started up, log in RMC and configure RMC itself.

31 Login RMC

There are two ways of logging in. That is, log in through a host on LAN via network or
through a serial terminal (or a keyboard / a monitor).

Log in via Network

If the IP address is specified when RMC started up, connect to the IP address shown on the
LCD through ssh (or telnet).

Log in via Local Console

If RMC has no IP address, you can log in from Serial Console (COMA port of MP1200 /
COM2 port of MP200) or Local Console (Monitor/Keyboard) of MP1200.

Login from Serial Console

Use the following serial parameter to login from serial console.

Parameters ‘ Default values
Data transfer rate 9600 bps
Character bit length 8 bits
Parity check None
Stop bit length 1 bit
Flow control system None

Login from Local Console (Monitor / Keyboard of MP1200)

When you log in using a monitor and keyboard connected to the [DISPLAY] and
[KEYBOARD] terminals, respectively, the system asks a type of keyboard first. Enter
“1” for an English keyboard or “2” for Japanese keyboard

User Name and Password

If you see “login:” prompt, enter the following default account and password to log in RMC.

User Name ‘ Password

rmc None
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32 Basic Knowledge of Configuration

To configure RMC, note the following:

Privilege Mode

Privilege mode is the mode for configuring commands. After log in RMC is nhormal mode and
some command can't be executed. Privilege mode is necessary for all configurations
described after this section.

To move to privilege mode, use “enable” command. A Password is required for the “enable”
command (default no password). It is recommended to set password by “set

enable-password”.

Li' If you try to execute a privilege command in normal mode, you'll get "command not
found” error message.

Save Confiquration

RMC configuration is stored on-memory that is volatile. To make the configuration permanent,
use “write memory” command and save configuration into non-volatile memory.

4 D
rmc login: rmc

Password:

rmc@myrmc > enable ~ Move to priviledged mode

password

[rmc@myrmcl#

Do configuration

[rmc@myrmc]# write memory ~ Save configuration

This command will overwrite the current startup configuration.

Are you sure ? [yles/[n]o: y

ok

[rmc@myrmc]#

[rmc@myrmc]# disable ~ Move back to normal mode
rmc@myrmc >




3 Initial Configuration of RWC

33 Setting Password

To log in RMC and perform configuration, a user need both of the login password and
privileged mode password. All the users should have their own passwords, the use the same
privileged mode password.

Note: No password is set by default.

RMC Log-In Password

A password to login RMC. Each user sets or changes its own password individually by the
“set password” command.

é N
myrmc login: rmc
Password:
rmc@myrmc > enable ~ Requesting to enter the privileged mode.
password ~ Entering a password for the privileged mode.
[rmc@myrmc]# set password ~ Executing a command to set a password.
Enter new password: ~ Entering a new log-in password.
Re-enter new password: ~ Entering the same log-in password again.
Password changed
[rmc@myrmc]# disable ~ Returning to a normal mode.
rmc@myrmc >

\ v

Privileged Mode Password

A password to use RMC in the privileged mode and the entire user can use this password.
This password can be set or changed by the “set enable-password” command. When you
set the password for the privileged mode, you must enter an old password.

4 N
rmc@myrmc > enable ~ Requesting to enter the privileged mode.
password ~ Entering a password for the privileged mode.
[rmc@myrmc]# set enable-password — Issuing a command to set the privileged mode

password.

current password: ~ Entering a current privileged mode password.
new password: — Entering a new privileged mode password.
retype new password: ~ Entering the same log-in password again.
password changed
[rmc@myrmc]# disable ~ Returning to a normal mode.
rmc@myrmc >

\ J
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3 Initial Configuration of RWC

Changing Host Name

By default “myrmc” is specified as a host name “myrmc”. To change the host name, use set
hostname command.

An example to change the host name to "rmcl” is shown below.

4 N
rmc@myrmc > enable
password
[rmc@myrmc]# set hostname rmcl ~ Setting a host name to

rmcl”.

[rmc@rmc1]# show hostname ~ Confirming a host name.
[rmc@rmc1]# disable
rmc@rmcl >

\ S

Addling Log-In User Name

By default “rmc” is specified as a use name. A user name can be added by the set
user-name command. To remove a user name use set no user-name {username}.

An example to add user name "operatorl” password to "passwd” is shown below.

4 D

rmc@myrmc > enable

password

[rmc@myrmc]# set user-name operatorl passwd ~ Adding the user

“operator”.

[rmc@myrmc]# show user-names ~ Confirming the registered
user name.

[rmc@myrmc]# disable

rmc@myrmc >

. J

Configuring Date and Time

RMC can set a system clock automatically using an NTP server. If the NTP server is
unavailable, set the system clock according to the procedure below.

Setting Timezone

By default JST (Japan Standard Time) is specified as a time zone. If you use RMC outside
Japan, set timezone respectively. Timezone can be set by the set timezone command and
the following timezone can be specified.



CST6CDT (Central Daylight Time)

EST5EDT (Eastern Standard Time) UCT
JST (Japan Standard Time) GMT
KST (Korea Standard Time) GMTt N
MST7MDT (Mountain Standard Time)

PST8PDT

3 Initial Configuration of RWC

(Pacific Standard Time)
(Universal Coordinated Time)
(Greenwich Mean Time)

An example to set timezone to Pacific Standard Time is shown below.

,
rmc@myrmc > enable

password

[rmc@myrmc]# set timezone PST8PDT
Thu Jul 4 22:18:37 PDT 2002
[rmc@myrmc]# disable

rmc@myrmc >

\

~ Setting timezone.
~ Showing a time after setting.

Setting NTP Server recommend

If an NTP server is available, specify the NTP server to be used.

7

rmc@myrmc > enable
password

server.
Wed Dec 11 16:16:04 JST 2002
[rmc@myrmc]# disable
rmc@myrmc >

\.

[rmc@myrmc]# set ntp-server ntpl.jst. mfeed.ad.jp

~ Specifying a name of NTP

~ Showing a time after setting.

Setting Date and Time manually

If an NTP server is unavailable, set the date and time manually. An example to set 10:30 a.m.,

April 1, 2002 is shown below.

’
rmc@myrmc > enable

password

[rmc@myrmc]# set date 120110302002
Sun Dec 1 10:30:00 JST 2002
[rmc@myrmc]# disable

rmc@myrmc >

~ Setting the date and time.
~ Showing a time after setting.

Checking System Clock

To show system clock use show date command.

rmc@myrmc> show date
Tue Nov 26 14:47:39 JST 2002
rmc@myrmc>

~ Showing a current system clock

10



3 Initial Configuration of RWC

3.7 Configuring IP Address

Setting Address of ETHO Port If DHCP Server is Unavailable

RMC acquires the IP address automatically from a DHCP server. If RMC could not acquire
the IP address or if you want to change the IP address, specify the IP address by the set

address command.

Information to be specified is IP address, netmask, default gateway (optional), broadcast

address and name server (DNS).

An example to specify an address for ETHO Ethernet port is shown below.

[rmc@myrmc(eth0)]# show port ethO ~ Confirming the port “eth0” setting.
[rmc@myrmc(eth0)]# write memory ~ Saving the setting information in a
configuration file.
[rmc@myrmc(eth0)]# disable ~ Returning to a normal mode.

L rmc@myrmc > quit ~ Logging out )

rmc@myrmc > enable ~ Requesting to enter the privileged
mode.

password ~ Entering a password for the
privileged mode.

[rmc@myrmc]# set port ethO ~ Setting a current port to “eth0”.

[rmc@myrmc(ethQ)]# set name-servers XxX.XX.XX.XX YY.yY.yy.yy
~ Specifying a name server (DNS).
[rmc@myrmc(ethQ)]# set address XX.XX.XX.XX VY.VY.VY.Yy 22.22.22.ZZ
~ Specifying IP address, netmask
and default gateway.
[rmc@myrmc(eth0)]# set brodcast-address XX.XX.XX.XX
~ Specifying a broadcast address.

If you log in through network to perform the operation above, the connection is
terminated when you execute the set address command. Log in the specified IP
address again then execute the subsequent commands. You do not need to reboot the
RMC.

Setting Address of ETH1 Port MP1200

RMC-MP1200 has another Ethernet port ETH1 as a maintenance purpose. The port doesn’t
support routing and only connect to node that is on the same segment.

IP Addresss of ETH1 Port must be set manually. Use set address command or LCD control
panel.

11



3 Initial Configuration of RWC

Information to be specified is IP address, netmask and broadcast address.

An example to specify an address for ETH1 Ethernet port is shown below.

rmc@myrmc > enable ~ Requesting to enter the privileged A
modet.
password ~ Entering a password for the
privileged mode.
[rmc@myrmc]# set port ethl ~ Setting a current port to “ethl”.
[rmc@myrmc(ethl)]# set address XX.XX.XX.XX YY.yY.yy.yy
~ Specifying IP address and netmask.
[rmc@myrmc(ethl)]# set brodcast-address XX.XX.XX.XX
~ Specifying a broadcast address.
[rmc@myrmc(ethl)]# show port ethl ~ Confirming the port “ethl1” setting.
[rmc@myrmc(ethl)]# write memory ~ Saving the setting information in a
configuration file.
[rmc@myrmc(ethl)]# disable ~ Returning to a normal mode.
rmc@myrmc > quit ~ Logging out.
L J

12



4 Configuring Serial Port

4  Configuring Serial Port

The following list is serial port of RMC-MP200 and RMC-MP1200.

COM1 - COM12 | Target Device Port
RMC-MP1200 Ne{elVF:\ Serial Console Port
COMB Modem Port

COoM1 Target Device Port
COM2 Target Device / Serial Console (default) / Modem

RMC-MP200

4.1 RMC Shell Command Line Interface Operation

Command Line Interface of RMC Shell has the following function for navigation aid.

Obtaining Help

Enter a “?” shows help of available commands.

[rmc@myrmc]# show h?
show hostname
show hosts

Keyword Completion

An example of keyword completion is shown below. (Note: argument is not
completed)

[rmc@myrmc] # w

- Enter TAB Key
[rmc@myrmc]# write
[rmc@myrmc]# write m

- Enter TAB Key
[rmc@myrmc]# write memory

Command completion:

Pressing Enter key also triggers keyword completion. For example if you type
“wr m” and Enter, “write memory” command is executed.

If there are several candidates of keyword completion, candidate commands are
shown. Note: Argument is not a target of completion.

13



4 Configuring Serial Port

List of Shortcuts of RMC Shell:

_Cl_:at[)l I Completes a keyword.
Shows list of available commands.
Ctrl B, — | Moves the cursor backward one character.
Ctrl F, - | Moves the cursor forward one character.
Ctrl A Moves the cursor to the beginning of the command line.
Ctrl E Moves the cursor to the end of the command line.
Ctrl D Deletes character at the cursor.
Ctrl H
Backspace Deletes character at the left of the cursor.
Ctrl K Deletes characters from the cursor to the end of the command line
Ctrl C Cancels all characters.
Ctrl U Deletes the whole line.
Ctrl P, 1 Shows the previous command history.
Ctrl N, | | Shows the next command history.
Ctrl z Equivalent to the “end” command.

14
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42 Using the Pager

The pager is used automatically when the output of the command exceeds a screen. The
following list is the shortcuts of the pager.

Jump to the line number

g! < .
(Default: top of the file)
G > Jump to the line number
' (Default: bottom of the file)
p Jump to the percentage position in line numbers (0 - 100)
b, C b Previous page
u, C u Previous half page
k, C k.y, C Y. Previous line
c p
i C e C e, .
C n.CR Next line
d,C d Next half page

f,C f,C v, SP | Next page

/<string> Find a string in the forward direction (regular expression)

?<string> Find a string in the backward direction (regular expression)

Repeat previous search in forward direction

N Repeat previous search in backward direction.

a. Q QUIt

4.3 Mode of the Serial Port (RMC-MP200)

COM2 port RMC-MP200 has several modes as described at the beginning of the chapter.
Use the following commands to change the mode.

set [no] exec  Sets/Unsets the port as the RMC console port.

(Available for COM2 of RMC-MP200 and COMA of RMC-MP1200)
set [no] modem Sets/Unsets the port as the modem port.

(Available for COM2 of RMC-MP200 and COMB of RMC-MP1200)

15



4 Configuring Serial Port

44 Configuring COM1 - COM12 Port for Target Device

COM1 - COM12 serial ports are used to connect with the console port of the target device

The following list is the default parameter of COM port.

Parameters Default values

Data transfer rate 9600 bps
Character bit length 8 bits
Parity check None
Stop bit length 1 bit
Flow control system None

How to set the parameters for the COM1 port is described below.

The example below shows the default values or function of command. For the available

value range, refer to Quick Reference.

r D
rmc@myrmc > enable
password
[rmc@myrmc]# set port com1 ~ Setting a current port to COM1.
[rmc@myrmc(coml)J# set speed 9600 ~ Setting a communication speed.
[rmc@myrmc(coml)J# set csize 8 ~ Setting the number of character

bit length.

[rmc@myrmc(coml)J# set parity none ~ Setting the parity.
[rmc@myrmc(coml)J# set stopbits 1 ~ Setting the stop bit length.
[rmc@myrmc(coml)J# set flowcontrol none ~ Setting the flow control system.
[rmc@myrmc(com1)J# show port com1l ~ Confirming the COM1 setting.
[rmc@myrmc(com1)J# disable
rmc@myrmc >

\. y,

L:' Note for RMC-MP200:

To connect the target device to the COM2 port of
command first to change the mode of the serial port.

RMC-MP200, use set no exec

4.5 Function and Configuration of Serial Console

COMA port of RMC-MP1200and COM2 port of RMC-MP200 is the serial console mode by
default. And you can log in to RMC by the port using the terminal emulator. The following list

is the default configuration of the port.

16




4 Configuring Serial Port

Parameters Default values

Data transfer rate 9600 bps
Character bit length 8 bits
Parity check None
Stop bit length 1 bit
Flow control system None

When the port is set to console mode by “set exec” command, only the data transfer rate
(speed) parameter can be set.

Setting of the terminal parameters

An example to change data transfer rate of RMC-MP200 COM2 port is shown below.

'Y 1
rmc@myrmc > enable
password

[rmc@myrmc]# set port com2
[rmc@myrmc(com2)J# set speed 38400

[rmc@myrmc(com2)J# show port com?2
rmc@myrmc >

~ Setting a current port to COM2.

~ Setting the communication speed
to 38400 bps.

~ Confirming the COM2 setting.

Disabling Serial Console

RMC-MP200 COM2 port and RMC-MP1200 COMA functions as a serial console by default,
but any access from this port can be disabled by set no exec command.

,
rmc@myrmc > enable

password

[rmc@myrmc]# set port coma
[rmc@myrmc(coma)# set no exec
[rmc@myrmc(coma)]# disable
rmc@myrmc >

~ Setting a current port to COMA.
~ Disabling serial console mode

__!__)' When this command is executed a serial terminal connected to COM2/COMA, any access
through COM2/COMA is disabled immediately after the execution of such command is

completed.

17
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4 Configuring Serial Port

Enabling Serial Console

To enable COM2/COMA port as a console port again, log in RMC from network then use set
exec command.

An example to enable RMC-MP200 COM2 port as a serial console port is shown below.

f N
rmc@myrmc > enable

password

[rmc@myrmc]# set port com2 ~ Setting a current port to COM2.
[rmc@myrmc(com2)]# set exec ~ Enabling serial console mode.
[rmc@myrmc(com2)]# disable

rmc@myrmc >

Function and Setting When Modem Has Been Connected

The modem port of RMC-MP1200 COMB and RMC-MP200 COM2 is used as a means of
accessing when the Ethernet port cannot be used due to trouble in a network. If an error
occurs on e-mail transmission from the Ethernet port when a modem is connected to the
COM B/ COM2 port, RMC establishes the PPP connection automatically and sends a mail
via a modem. Moreover, you can log in RMC from a remote site through the non-procedural
connection or PPP connection to perform a device operation.

COM B / COM 2 Port Setting

To use the modem connection function, you need to set the terminal parameters for the COM
B / COM2 port and execute the “set modem” command. The “set modem” command
specifies a type of modem and, at the same time, informs RMC that a modem is connected to
COMB/COM?2

The default setting for the COM B / COM 2 port is shown below. Any value can be set in the
data transfer rate only.

Parameters Default values

MP1200/COMB | 38400 bps
Data transfer rate

MP200/COM2 | 9600 bps
Character bit length 8 hits
Parity check None
Stop bit length 1 bit
Flow control system None

Hardware if “set modem” is enabled

An example to change the communication speed into 115200bps and give notice of modem
connection is shown below.
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4 Configuring Serial Port

( )
rmc@myrmc > enable

password
[rmc@myrmc]# set port comb ~ Setting a current port to COM B.
[rmc@myrmc(comb)]# set speed 115200 Setting the communication speed
to 115200 bps.
[rmc@myrmc(comb)]# set modem generic  ~ Specifying a modem name and giving
notice of modem connection.
[rmc@myrmc(comb)]# show port comb ~ Confirming the COM B setting.
[rmc@myrmc(comb)]# disable
rmc@myrmc >

\ J

1

For the names of modems available for RMC, supported modems and any other detailed
information, refer to “RMC Release Note”.

PPP Connection Setting

When the COM B / COM 2 port setting has been completed, specify an access point through
which RMC establishes the PPP connection. Necessary information for setting is a user
name, password and phone number of access point.

An example to specify “rmcuser” as password, “routrek” as password and “111-222-3456" as
phone number is shown below.

4 N
rmc@myrmc > enable

password
[rmc@myrmc]# set port comb ~ Setting a current port to COM B.
[rmc@myrmc(comb)]# set ppp-username rmcuser routrek 1112223456

~ Specifying PPP connection information.
[rmc@myrmc(comb)]# show port comb ~ Showing the details of PPP setting.
[rmc@myrmc(comb)]# disable
rmc@myrmc >

To establish the PPP connection for RMC (i.e., to set RMC as a PPP server), you need to
specify the PPP address of RMC for PPP connection and the PPP address of the destination.

An example to specify “192.168.0.1" as the PPP address of RMC and “192.168.0.2” as the
PPP address of the destination is shown below.

19



4 Configuring Serial Port

rmc@myrmc> enable
password
[rmc@myrmc]# set port comb ~ Setting a current port to COM B.
[rmc@myrmc(comb)J# set ppp-server 192.168.0.1 192.168.0.2

~ Specifying PPP connection information.
[rmc@myrmc(comb)J# disable
rmc@myrme>

Lﬁ' When establishing the PPP connection for RMC, specify the login user name and
password of RMC as ID and password for the PPP connection.

LCD for PPP Connection Indication of Status LED

At the PPP connection, the LCD or the status LED shows the IP address of the PPP port.
The IP address above is shown when RMC has established the PPP connection. When the
PPP connection has been made to RMC, the LCD indication does not change.

RMC MP1200 For the PPP connection, LCD shows the IP address of the PPP port

RMC MP200 At the PPP connection, the status LED shows the IP address of the
PPP port.

Leading character
Status of PPP connection |P address Trailing character

I~ ‘ R

I |
PPP192.1628.0.1

8 |

Repeated

4.7 PPP Connection Test

You can start the PPP connection manually to check the PPP connection setting.

An example to start the PPP connection, execute the “traceroute” command to check the
route setting and to show a log related to PPP, and quit the PPP connection is shown below.

20



4 Configuring Serial Port

( )
rmc@myrmc > enable
password
[rmc@myrmc]# ppp-on ~ Starting the PPP connection.
[rmc@myrmc]# traceroute www.routrek.co.jp — Checking the route setting.
[rmc@myrmc]# show port comb ~ Showing the PPP connection status.
[rmc@myrmc]# show log ppp 20 ~ Showing twenty lines of PPP-related

log.

[rmc@myrmc]# ppp-off ~ Quitting the PPP connection.
[rmc@myrmc]# disable
rmc@myrmc >

. J

__U If nothing is communicated for two minutes, the PPP connection is terminated
automatically.

48 PPP Connection Option

PPP retry count and interval can be set optionally. An example to set PPP redial count /
interval to 9 times / 60 second and sending E-mail always via PPP by set options command
is shown below.

rmc@myrmc > enable

password

[rmc@myrmc]# set options pppmail ~ Always send E-mail via PPP
[rmc@myrmc]# set options pppretry=9,60 ~ PPP redial count / interval
[rmc@myrmc]# disable

rmc@myrmc >
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5 E-Mail Service Setting

5 E-Mail Service Setting

To e-mail a console message output from the target device, set up the mail ports. The mail ports
0 (ml0) to 7 (mlI7) are available (MP-200).
(MP-1200). You can set a mail address and filtering rule for each mail port and specify a
destination and details of transmission as necessary

The mail ports 0 (ml0) to 15 (mlI15) are available

__U The mail port 0 (ml0) is reserved for the communication to RMS (RouteMagic Server).
If you use RMS, you cannot use the mail port 0 (ml0).

E-mail service is disabled by default. To enable the e-mail service, execute the “set

-U mail-service” command.

51 Setting E-Mail Service and Starting Service

E-Mail Trigger Parameter

The mail port e-mails a message input from a specified port at every specified lines or every
specified characters (mail port buffer length) to a specified address (mail subject: “Target
message”). If the specified number of characters is not received within a certain period,
character strings already received are sent as one mail message.

The default buffer length and timer value are as follows:

Parameters Default values

Mail port buffer length

64000 characters, 10000 lines

Transmission timer value

10 seconds

__U Please note that a lot of mails may be sent if the mail port buffer length is set to a

considerably small value.

Specification of a mail address

Several destinations of mails are set up for every mail port with the “set mailto” command.

__U When an error occurs in mail transmission by the error of an address setup etc., error
mail is answered by RMC in the state of a default.
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5 E-Mail Service Setting

Connection of COM port with mail destination

To specify message source (COM Port) and mail destination (Mail Port) use set spy
command. You can specify to send message from several COM ports to one mail address,
and also can specify to send message from one COM port to several mail address.

B The example of a setting of a mail port

An example to specify the COM1 port (com1) as input source for the mail port 1 (ml1),
“someone@routrek.co.jp” as mail address, 20000 characters as the maximum number
of characters per mail message, 300 lines as the maximum number of lines per mail
message and 60 seconds as a transmission timer value is shown below.

~
rmc@myrmc > enable
password
[rmc@myrmc]# set port mil ~ Specifying a current port to mi1
[rmc@myrmc(mI1)]# set mailto someone@routrek.co.jp ~ Specifying a mail address.
[rmc@myrmc(mil)]# set max-nmr-of-chars 20000 ~ Specifying the maximum

number of characters per malil.
[rmc@myrmc(mll)]# set max-nmr-of-lines 300 ~ Specifying the maximum

number of lines per mail.
[rmc@myrmc(mI1)}# set inactivity-timer 60 ~ Specifying a transmission timer

value.
[rmc@myrmc(ml1)]# show port mil ~ Checking the setting of mail

port 1.
[rmc@myrmc(mll)]# set spy com1l mil ~ Connecting COM1 to the mail
port 1.
[rmc@myrmc(mI1)]# show spy ~ Check the connection setting.
[rmc@myrmc(mlI1)]# set mail-service ~ Starting the mail service.
[rmc@myrmc(mi1)]# disable
rmc@myrmc >

J

B The example of a setting of several mail ports

To specify several destinations for one COM port, use several mail ports, specify a mail
address for each mail port and connect with a comN port by the “set spy” command.
An example to send message from COM1 to the mail ports 1 and 2 is shown below.

rmc@myrmc > enable A
password
[rmc@myrmc]# set port mil ~ Setting a current port to “ml1”.
[rmc@myrmc(ml1)]# set mailto someone@routrek.co.jp — Specifying a mail address.
[rmc@myrmc(ml1)]# set port ml2 ~ Setting a current port to “ml2”.
[rmc@myrmc(mi2)]# set mailto foo@routrek.co.jp ~ Specifying a mail address.
[rmc@myrmc(mi2)]# show port mI1 mi2 ~ Checking the setting of mail ports
land 2.
[rmc@myrmc(mi2)]# set spy com1 mil ~ Connecting COM1 to the mail port 1.
[rmc@myrmc(mi2)]# set spy com1 mi2 ~ Connecting COM1 to the mail port 2.
[rmc@myrmc(mi2)]# show spy ~ Check the connection setting.
[rmc@myrmc(mi2)]# set mail-service ~ Starting the mail service.
[rmc@myrmc(mIi2)]# disable
rmc@myrmc >

\. J
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5 E-Mail Service Setting

B The example of a setting of a mail port for several COM ports

To specify one destination for several COM ports, specify a mail port and connect with
several com ports by the “set spy” command. An example to send message from
COM1 and COM2 to the mail ports 1 is shown below.

52

4 N\
rmc@myrmc > enable
password
[rmc@myrmc]# set port mll ~ Specifying a current port to mil
[rmc@myrmc(mll)]# set mailto someone@routrek.co.jp ~ Specifying a mail address.
[rmc@myrmc(mi2)]# show port mil ~ Checking the setting of mail port 1
[rmc@myrmc(mi2)]# set spy com1 mil ~ Connecting COM1 to the mail port 1
[rmc@myrmc(mi2)]# set spy com2 mil ~ Connecting COM2 to the mail port 1
[rmc@myrmc(mi2)]# show spy ~ Check the connection setting.
[rmc@myrmc(mi2)]# set mail-service ~ Starting the mail service.
[rmc@myrmc(mi2)]# disable
rmc@myrmc >

. J

For message filtering function refer to the following chapter.
®»6 Using and a setting of RMC function
®»14 Customizing Filter for Device Message

E-Mail Transmission Test

With the “mail-test” command, actually, test mail can be transmitted and it can be checked
whether a setup of the address of mail has been performed correctly.

An example to send a test mail to the mail port mi1 is shown below.

4 N\
rmc@myrmc > enable
password
[rmc@myrmc]# mail-test ml1 ~ Sending a test mail to the mail port
Hmlll!
[rmc@myrmc]# show log mail 20 ~ Showing 20 lines in a mail transmission
log.
[rmc@myrmc]# disable
rmc@myrmc >
. Y J

A mail as shown below is sent to an address specified in the mail port ml1.

From: rmc@I[<IP Address of RMC> ]
Subject: mI1(0001) : RMC message
This is a test mail from RMC port ml1.
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5 E-Mail Service Setting

If the test mail is not delivered, review the RMC setting by the “show running-config”
command and check the contents of the mail log and system log by “show log mail” and
“show log rmc” commands.

If the setting is improper, an error mail is sent back to RMC. Execute the “show mail”
command to check the details of mails received by RMC.

__!__,:' The “mail-test” command is available even if the mail service is disabled.

__!__)' When performing the mail transmission test through the PPP connection, execute the
“ppp-on” command and then send a test mail.

53 E-Mail Receiving Test

The case where test mail does not arrive, to check whether a mail from RMS (RouteMagic
Server) is delivered to RMC properly, etc., When you want to refer to the mail which RMC
received, As follows, the “show mail” command is executed. This command shows the last
mail received by RMC.

4 N
rmc@myrmc >show mail ~ Show a recent mail received.
From MAILER-DAEMON  Fri Nov 29 18:03:05 2002
Return-Path: <>
Delivered-To: root@[192.168.10.116]
ok
rmc@myrmc >

To show mail transmission log use show log mail command.

rmc@rmc185> show log mail

Dec 13 18:06:58 rmc185 : 439FC5B7: message-id=<20021213090658.439FC5B7@rmc185>
Dec 13 18:06:58 rmc185 : 439FC5B7: from=<rmc@][192.168.10.185]>, size=1565, nrcpt

=1 (queue active)

Dec 13 18:06:58 rmc185 : 439FC5B7: to=<nwadmin@routrek.co.jp>, relay=mail.rout
rek.co.jp[192.168.10.1], delay=0, status=sent (250 2.0.0 gBD96wB16145 Message a

ccepted for delivery)

ok

rmc@myrmc >
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6 Using and a setting of RMC function

In addition to the basic mailing function, RMC provides the functions to extract only necessary
messages from the target device and to acquire information automatically from the device. The
following functions are implemented using a filter and script and an operation can be defined per
target device type device type target-type

Console Message Filtering

By setting filter, RMC can extract messages from the target device that matches the filter
then send these messages to mail port.

Checking Whether Target Device is Enabled

RMC can check whether the target device is enabled periodically, then send e-mail to
given mail port if target status is changed.

Transmission of Target Device and Network-Related Information

RMC gets information of the device periodically by sending commands to the device
automatically. Then send e-mail of the information to mail port. The information is also
stored in RMC.

Command Execution by Request from RMS

RMC handles the remote command request from RMS, then send the command to the
target device and send result back to RMS by e-mail.

If the target device is a Cisco product (e.g., router, switch, IOS switch), default setting values are
defined in advance. So you do not need to define the filter and script when you use those
functions.

@

i From RMC Version3.5 filters/scripts for several devices other than Cisco are ready by default.

Refer to 13 Configuration to Support New Device Type for detail.
i

If the target device is not supported by default, refer to the following section and write filter/script
for the devices.

®»13 Configuration to Support New Device Type

®»14 Customizing Filter for Device Message

®»15 Customizing Script to Operate Device

i

| The filters (tfl0 - tf7) and scripts of RMC V2.1 are changed so that setting can be performed per

Users of Old Release

device type (target_type). The conventional filters (flO - fI7) and filter are supported. For the

details of setting, refer to the instruction manual for RMC V2.0.
i
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6 Using and a setting of RMC function

6.1 Using of filter function and Default filter

Filters O (tfl0) to 7(tfl7) can be defined per device type to control output messages from the

target device.

To enable the filter use set spy command to specify serial port, filter and mail port accordingly.
It is possible to use several filters and mail ports to send messages from a device to several
mail address. As for user definition of filter, refer to 14 Customizing Filter for Device Message.

An example to filter messages from Cisco device connected with COM1 then sends the
filtered messages to mail port mi1 and ml2. In this example filter tfl0 is specified for mail port
ml1, filter tfl1 for mail port mi2.

4 D
rmc@myrmc > enable
password
[rmc@myrmc]# set port com1 ~ Setting a current port to com1.
[rmc@myrmc(coml)]# set target-type cisco ~ Setting the device type of com1 port
to “cisco”.
[rmc@myrmc(coml)]# set port mil ~ Setting a current port to “ml1”.
[rmc@myrmc(mil)]# set mailto adrO1@routrek.co.jp ~ Setting an mail address of
“mll”.
[rmc@myrmc(ml1)]# set port mi2 ~ Setting a current port to “mi2”.
[rmc@myrmc(mli2)]}# set mailto adrO2@routrek.co.jp ~ Setting an mail address of
“mli2”.
[rmc@myrmc(mi2)]# set spy com1 tfl0 mil ~ Specifying a mail port connected to
[rmc@myrmc(mi2)]# set spy com1 tfll miI2 ~ coml and a filter.
[rmc@myrmc(ml2)]# show port com1 ~ Check the com1 setting.
[rmc@myrmc(ml2)]# set mail-service ~ Starting the mail service.
[rmc@myrmc(mIi2)]# disable
rmc@myrmc >

\ J
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Default filter specification

Default filter for Cisco device extracts an error message from the target device and provides
function to classify according to the importance (“Severity Levels” in the message).

“Severity Levels” corresponding to each default filter are as follows:

‘ Default Filter “Severity Levels” in Error Message
tfio (Severity: All) 0 7 Al Gives notice of all the error messages.
tfl1 (Severity: High 0-2) 0 emergency Gives notice of the status of disabled system.
1 alert Any action must be taken immediately.
2 critical Gives notice of critical problem.
tfl2 (Severity: Middle 3-5) 3 error Gives notice of the status of error.
4 warning Gives notice of the status of warning.
5 notification Gives notice of the important status although
there is no problem
tfl3 (Severity: Low 6-7) 6 informational | Information notice message.
7 debugging Occurs only at debugging.

LII The filtering function is disabled temporally during the following case:

- During manual device operation by “connect” command

- During automated device operation by RMC script and RMS remote command request

6.2 Checking Whether Target Device is Enabled

RMC provides a function to check periodically whether the target device is enabled. This
function is turned “OFF” by default. To check whether the target device is enabled, execute
the “set target-check” command to turn “ON” the function to check whether the target device
is enabled.

If the target device does not send back any response when checking whether the target
device is enabled, RMC e-mails (mail subject: “Target not respond”) to the specified mail port
to give notice of occurrence of trouble. This mail is send when RMC has judged, for the first
time, that the device does not respond and notice of recovery (mail subject: “Target
responds”) is given to the specified mail port when RMC has confirmed that the device has
sent back a response.

To set the destination of these e-mails execute set spy command then specify targetN port
(which correspond to comN) and mail port. By default the destination is mail port mlO.

An example to check whether the target device (Cisco) connected to the COM1 port is
enabled and to send a result of the check to the mail port 0 (ml0) is shown below.
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( )
rmc@myrmc > enable
password
[rmc@myrmc]# set port com1 ~ Setting a current port to COM1.
[rmc@myrmc(com1)]# set target-type cisco ~ Setting a type of target device to
“Cisco”.
[rmc@myrmc(coml)]# set target-check ~ Checking whether the target
device is enabled.
[rmc@myrmc(com1)]# set spy targetl mil ~ Setting the mail port to which the
check is sent.
[rmc@myrmc(com1)]# show port com1 ~ Confirm the COML1 setting.
[rmc@myrmc(com1)}# disable
rmc@myrmc >
\. J

6.3 Getting Information of Target Device and Network

RMC has a function to collect information from the target device periodically and to e-mail it
(mail subject: “Network information”). To enable this function, you need to set a login
account, password and privileged mode password for the target device accordingly.

To set the destination of these e-mails execute set spy command then specify targetN port
(which correspond to comN) and mail port. By default the destination is mail port miO.

An example to set “keyl” and “key2” as the log-in password and privileged mode password,
respectively, regarding the Cisco router connected to the COM1 port as the target device and
to send network information to an address specified by the mail port 1 twice a day at 08:00
a.m. and 06:00 p.m.

4 N
rmc@myrmc > enable
password
[rmc@myrmc]# set port com1 ~ Setting a current port to COM1.
[rmc@myrmc(coml)]# set target-type cisco ~ Setting a type of target device to
“Cisco”.

[rmc@myrmc(coml)]# set target-login-password keyl

~ Setting a log-in password for a router.
[rmc@myrmc(coml)]# set target-enable-password key2

~ Setting a privileged mode password for a
router.
[rmc@myrmc(coml)]# set network-info-time 08,18 0

~ Setting time to send network information.

[rmc@myrmc(coml)]# set spy targetl mil ~ Setting a mail port to which
network information is sent.
[rmc@myrmc(com1)]# show port com1 ~ Confirm the COM1 setting.
[rmc@myrmc(com1)]# set mail-service ~ Starting the mail service.
[rmc@myrmc(coml)]# disable
myrmc >
L J
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Sendling Information (keep-alive) Whether RMC Is Enabled

RMC has a function to e-mail a part of setting information and logs about history and action
of login user to give notice of its own operation status (mail subject: “RMC keep-alive”). This
function is enabled by default and the transmission starts when the e-mail service starts. A
default value of transmission time is specific to every RMC, but it can be changed to your
desired value by the “set keep-alive-time” command.

To set the destination of these e-mails execute set spy command then specify “rmc” port and
mail port. By default the destination is mail port mlO.

An example to send “keep-alive” information to an address specified by the mail port 1 twice
a day at 09:00 a.m. and 05:00 p.m. is shown below.

( )
rmc@myrmc > enable
password
[rmc@myrmc]# set keep-alive-time 09,17 0 ~ Setting time to send “keep-alive”
information.
[rmc@myrmc]# set spy rmc mll ~ Setting a mail port to which
“keep-alive” information is sent.
[rmc@myrmc]# set mail-service ~ Starting the mail service.
[rmc@myrmc]# disable
rmc@myrmc >
\ J

Function and Setting of SNMP Agent

RMC has a new SNMP Agent function. By using this function, RMC can be monitored from
the SNMP Manager.

Setting of SNMP Agent Function

When you use the SNMP Agent function, start the SNMP agent with the "set
snmp-community" command, specify a community name and set network access permission

e 1
rmc@myrmc > enable
password
[rmc@myrmc]# set snmp-community XXXXXXX ~ Starting the Agent and specifying

a community name.
[rmc@myrmc]# disable
rmc@myrmc >

\ J

Setting of SNMP Trap

The SNMP Trap function allows transmitting Trap information. The transmitted Trap
information is “coldStart Trap” and “warmStart Trap”. When this function is enabled, Trap
information is transmitted to a specified host when RMC boots.
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When you use this function, specify the IP address or a name of host, to which Trap
information is sent, and a community hame

4 N\
rmc@myrmc > enable
password
[rmc@myrmc]# set snmp-traps XXX.XXX.XXX.XXX YYYyyyy
~ Specifying a name of host, to which Trap

information is sent, and a community name.
[rmc@myrmc]# write memory ~ Saving the setting information.
[rmc@myrmc]# disable

rmc@myrmc >
. J

__U A community name specified by “set snmp-traps” has no relation to one specified by “set

snmp-community”.

__U To transmit “coldStart Trap”, be sure to execute “write memory” to save the setting
information into a configuration file.
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Setting for RMS (RouteMagic Server)

When you use RMS, you need to perform the setting according to the communication between

RMC and RMS and the operating specifications for the target device.

D RMS Version3.0 (or above) is required.

/1

Setting of Mail Port (ml0) ana COM port (comN)

RMC communicates to RMS through the mail port O (ml0). An example of setting for a
Cisco product as the target device is shown below. If you use RMS for any device other
than Cisco product as the target device, add necessary settings referring to the description of
“RMC Function and Filter/Script” and “RMC Generic Equipment Connection Guide”

.

4 D

rmc@myrmc > enable

password

[rmc@myrmc]# set port mIO ~ Setting a current port to “ml0”.

[rmc@myrmc(ml0)]# set mailto RMS@routrek.co.jp — Setting a mail address of RMS.
'CCCCCCCLICIIIEELILEELE Set for each COM port (target device) ~  '==sssssssssssssssssssss .
: [rmc@myrmc(ml0)J# set spy com1 tfl0 mIO ~ Connect COML1 to the mail port 0.
[rmc@myrmc(mlO)]# set port com1 ~ Setting a current port to “com1”.
[rmc@myrmc(coml)]# set target-type cisco — Setting a device type of “com1” to -
“cisco”.

[rmc@myrmc(coml)]# set target-login-password passwd1l :

~ Setting a password for the target device.

[rmc@myrmc(coml)]# set target-enable-password passwd2
: ~ Setting a privileged mode password for the target dewce

: [rmc@myrmc(coml)# set target-check ~ Checking whether the target

: device is enabled. :
[rmc@myrmc(com1)}# set network-info-time h m « Sending network information at h =
: (hour):m (minute). :
[rmc@myrmc(com1)]# set connect-log — Record a log when the connection:
: has been established.

[rmc@myrmc(coml)]# set spy targetl ml0 ~ Address to which information on check
whether the device is enabled and network information is sent

[r'rh'c'@' myrmc(comT)}# set spy rmemio """ " """ """ < "Seétting ‘an‘address to'which™ """
“keep-alive” information is sent.

[rmc@myrmc(com1)J# show running-config ~ Confirming the RMC setting.
[rmc@myrmc(com1)J# set mail-service ~ Starting the mail service.

[rmc@myrmc(ml0)]# disable
rmc@myrmc >

J

__U The above-mentioned RMS mail address is an example of reference. Please set up

the address suitable for each system.
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7.2 Setting of Security relation

Setting for Mail Encryption and Authentication

There are two encryption methods. One is a method by PGP (GnuPG) and another one is
our own encryption method (RES: Routrek Encryption Scheme).

To communication to RMS through Internet, be sure to perform the setting for mail encryption
and authentication.

L)

In the initial setting, “set mail-certification” (authentication of incoming mail) is specified.
If both of the encryption and authentication are unnecessary, execute “set no
mail-certification” to disable the authentication.

m Using PGP

When PGP is used, the encryption of outgoing mail and the authentication of incoming
mail are performed. The setting requires a PGP public key that the key ID is a mail
address of RMS. An administrator of RMS issues the PGP public key.

set public-key ~ Setting the PGP public key of RMS.

show key-list Confirming the registered PGP public key.
set port ml0

set mail-encryption Encrypting the outgoing mail.

set mail-certification — Authenticating the incoming mail from RMS.

1

1

Using RES (Routrek Encryption Scheme)

When RES is used, both of the outgoing and incoming mails are encrypted. A key
necessary for the encryption is set automatically when RMS and RMC exchange the
mails mutually.

set port ml0

set mail-encryption res ~ Encrypting a mail sent to RMS by RES.
set mail-certification ~ Receiving the RES encryption mail from RMS.

RES has the following merit/demerit compared to standard PGP

Merit Demerit
Easy setup. Bi-directional e-mal reachability is
Encryption key is not necessary to set. required between RMS and RMC

Both ingress and egress e-mail are | Has “Man in the middle attack”
encrypted. vulnerability.
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Setting SSH Password for RMS

When a command is issued from RMS to RMC, a mail is used usually. However, SSH login
to RMC directly from RMS is available, a command can be issued through SSH.

If RES (our own encryption method) is used for mail exchange between RMC and RMS, the
SSH login password is set automatically. If not so, you need to set the SSH login password
common to both of RMS and RMC. For the RMC setting, set the SSH password for the user
ID “rms” as shown below.

set user-password rms foo ~ Setting the password “foo” for the user ID “rms”.

L.i' To use SSH, RMS is also set accordingly.
» Refer to “RMS User’s guide — Organization Administrator - 4.1 RMC Setting” for detail.

7.3 Filter Setting

If the target device is a Cisco product (e.g., router, switch), the default filter O (tfl0) must be
set in the mail port 0 (ml0). Execute the commands below to reset the status to the initial
setting before starting the communication to RMS.

set spy comN tfl0 mlO

L.:' If the target device is anything other than the Cisco product, set a suitable filter
according to a format of message output from the device. Referto 14 Customizing

Filter for Device Message

74 Registering RMC with RMS

RMS identifies RMC by receiving the “Setup information” mail sent from RMC and this mail
allows registering RMC with RMS.

The “Setup information” mail is sent automatically when RMC has started up and the setting
has been changed. Moreover, this mail can be sent manually by executing a command. It
is on a compulsive target by the convenience of initial setting of RMS etc.  Please execute
the following command to transmit "Setup information."

mail-test setupinfo ml0
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8 Security Setting

The following setting should be considered for security of RMC.

81

82

User Name and Password

Set Appropriate Password

Use set password, set enable-password command to set password.
» Referto 3.3 Setting Password

Managing User Name
Default user account is “rmc”, but you can add other account by set user-name command.

To disable the default “rmc” account, execute the following command
set user-name2 rmc *

(The default account “rmc” can't be removed by set no user-name command.)

®Referto 3.5 Adding Log-In User Name

ssh(Secure SHell)

To login RMC via network, ssh is recommended instead of telnet.

And disabling telnet login is also recommended if you use ssh.
To disable telnet execute “set access-list deny telnet 0.0.0.0” command.
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83 [P Access Control

RMC supports access control list which allows/denies incoming IP packet. Target protocols are telnet,
ssh, smtp (mail), snmp, tftp and connect-port (telnet to com port direct connection).

L:' By default all protocols are set to “allow”.

To set access control list, it is recommended to set IP address to allow by set access-list allow
{protocol} {IP address} first, then deny other IP address by set access-list allow {protocol} 0.0.0.0 .

An example to allow SSH connection from 192.168.0.* is shown below.

set access-list allow ssh 192.168.0.0/24
set access-list deny ssh 0.0.0.0

An example to deny all protocol is shown below.

set access-list deny all 0.0.0.0

84 E-Mail Encryption

RMC can encrypt outgoing e-mail and certify incoming e-mail by PGP. To encrypt e-mail, prepare PGP
public key for each mail address, then set the key by set public-key command. Then execute set
mail-encryption command for the mail port to encrypt.
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9 Manual Device Operation and Log

91 Manual Device Operation Outline

You can operate the target device, which is connected to a COM port, directly through a
terminal from which you logged in RMC. When logged in the target device, after logging in
RMC, connect the current standard 1/0 and the COM n port mutually by the “connect”
command. After executing the “connect” command, you can operate RMC as a serial
control of the target device.

RMC Login RMC

D — The target device
connect —

qeccccccccccccdeccccccccccccccccccoe > =Y
I l (T [T (1T
|V

set spy

B
»

Operation log while “connect” can be send by e-mail (Subject: “Operation log”). To set the
destination of the e-mail execute set spy command then specify targetN port (which
correspond to comN) and mail port. By default the destination is mail port mlO.

92 connect Command Operation

1. Log in to RMC.
2. Execute connect command and specify com port, which is connected to the target device.
3. Operate the target device.

4. Quit connection.
To quit connect command, hit escape-character (Ctrl by default) followed by “x”, or
use disconnect command from the other terminal.

__U Operation log is e-mailed when you quit the connect command.
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An example to connect to COM1 (Cisco device) is shown below.

7

myrmc login: rmc ~ Loginto RMC
Password:
[rmc@myrmc]# connect com1 ~ Connecting the standard 1/0 to COM1.

Escape character is CTRL-
Press 'CTRL- X' to disconnect.

2924XL>show version

i Cisco Internetwork Operating System Software

£ 10S (tm) C2900XL Software (C2900XL-C3H2S-M), Version 12.0(5.3)WC(1),
MAINTENANCE INTERIM SOFTWARE

Copyright (c) 1986-2001 by cisco Systems, Inc.

i Compiled Mon 30-Apr-01 07:34 by devgoyal

i Image text-base: 000003000, data-base: 0x003331F4

93 Direct Connection from Terminal to Device

You can directory connect from a terminal to a device by telnet to specified port.

To enable this function it is necessary to specify telnet port by set connect-port command.

An example to specify port 7001 as the direct connection port is shown below.

-
rmc@myrmc > enable

password

[rmc@myrmc]# set connect-port 7001
[rmc@myrmc]# disable

rmc@myrmc >

\

In case of the example above, relation of telnet port to com port is the following:
telnet to port 7001 : connectto COM1

telnet to port 7002 : connectto COM2
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Direct Connect QOperation

1. telnet to specified port of RMC.
2. Log-in to RMC and the target device is directory connected.
3. Operate the target device.

4. Quit connection.

To quit connect command, hit escape-character (Ctrl by default) followed by “x”, or
use disconnect command from the other terminal.

An example to direct connection to COM1 is shown below.

,
<telnet to port 7002 of RMC>

myrmc login: rmcl ~ Log-in as user “rmcl”
Password:

RouteMagic Controller. RMC-MP200 Version 3.0.0ED6

Copyright (C) 2003 Routrek Networks, Inc. All Rights Reserved.
Connecting to com1 ~ com port to connect
Escape character is CTRL-¥

Press 'CTRL-¥ x' to disconnect

Transparent Mode

The transparent mode is for binary data transfer between the terminal and the device - such
as XMODEM file transfer. In the transparent mode all data except break signal is directory
transferred between the terminal and the device.

Enabling Transparent Mode

While connecting hit the escape-character (Ctrl- ) followed by “t”.
In transparent mode the escape-character is disabled.

Disabling Transparent Mode

Send break signal from terminal to RMC if you login via serial or telnet.
If you login via ssh, there is no way to quit the transparent mode.

39



9 Manual Device Operation and Log

96 Connect QOperation Notice

Multiple Connection

It is impossible to connect to the same port by multiple users. In such case the following error
message is shown. The privileged user can quit the other user’s connection by disconnect
command.

myrmc login: rmcl

Password:

[rmcl@ myrmc]# connect coml ~ connect to coml

Locked by user rmc ~ User “rmc” is already connecting
error!

[rmcl@myrmcl# disconnect com2 ~ Force disconnect the connection

specified port number RMC

telnet Direct connecting Target Device
— P heccccscccccscccccnne

set spy

v

v

Operation of the device by RMC
While manual device operation, RMC can’t operate the device automatically. If you left the
device to be connected, periodical command operation by RMC ends with error like. An

example of Network-info mail error is shown below.

Timed out for exclusive access to the target device.(Network Info)
Locked by user rmc
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9.7 Escape Character function

While connecting to the device, the following command can be executed after hitting

the escape-character. The default setting of escape-character is [Ctr]] —[ ] (pressthe [ ]
key holding down the [Ctrl] key).

Command character Description

X Disconnection (Connection to equipment is terminated and you
return to the RMC shell.)
b Outputs a break signal.
? Shows an operation when an escape command is entered.
t Enables transparent mode
Ctrl- Outputs one character of the escape character itself.
Any other character | Outputs the entered character directly.

Changing Escape Character

The escape character can be changed into one character entered holding down any control

character key or one character entered through an escape key.
The escape character can be changed by the “set escape-character”. Specify “CTRL-?"
“CONTROL- ?” or [ESC] as an argument (“?” is one arbitrary character).

The example of a setting

set escape-character CTRL X Setting “[Ctrl]] — [X]" as an escape character.

set escape-character ESC Setting “Escape” as an escape character
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10 Serial Log and Device Configuration

101 Viewing Serial Port Log

To view the log of the serial port use show log comN command.
If the log overflows the screen of the terminal, the pager is used to view the log.

®»Refer to 4.2 Using the Pager

102 Viewing Device Configuration Stored in RMC

When RMC gets device information periodically, RMC stores the device configuration up to
512KB. About the setting for getting device information, refer to 6.3 Getting Information of
Target Device and Network

To view the device configuration use show target-config comN command.

__U In this version of RMC, the function is only available for the target type cisco and
extreme.

103 Storing Serial Port Log and Device Configuration

The serial port log is stored in flash-memory of RMC when the following commands are done.
Size to store is 300KB.
write log
reload
shutdown
Add “ -f* option to skip storing.

The device configuration is stored in flash-memory of RMC up to 512KB at the time specified
by set-network-info-time command.

Stored information is non-volatile so you can view this information after rebooting RMC.

To delete this information, use the following command.
clear log comN
upgrade
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11 Power Management of the Target Devices

With RMC and a Power Management Device you can manage power status (e.g. hardware reset)
of target device.

11.1 Power Management Configuration

An example to connect the target device to COM1 and power management device to com2,
then connect the power line of the device to outlet #1.

Target Device Outlet 1

[ Console port ]—.:

4 ™)
rmc@myrmc > enable
password
[rmc@myrmc]# set port com2 ~ Changing a current port to COM2
[rmc@myrmc(com2)J# set target-type Ipc ~ Specify the power management

device type to COM2
[rmc@myrmc]# set port com1 ~ Changing a current port to COM1
[rmc@myrmc(coml)J# set pmport com2 1 ~ Specify the power source of the
device is outlet #1 of the power management device of COM2
\ y,
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112 Management Power of the Device

To manage the power status of the device use target-power {comN} {on|off|[reboot|status}
command.

Specify the COM port of the device and power status (on,off,reboot,show status) as
arguments.
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12 Miscellaneous Functions and Notes

121 Managing RMC Configuration

RMC has the following 2 configurations. Configuration changed by “set” commands affects
current configuration (running-config). When you reload (reset) RMC the startup
configuration (startup-config) is applied. You should save the current configuration to make it
available after you reload RMC.

Configuration management commands are described below:

Viewing Configuration

show running-config Shows current configuration
show configuration Shows saved configuration
show port {port} Shows configuration and status of the specified port.

copy {running-config | startup-config} terminal
Shows all configuration which includes PGP keys and
filter/script settings.

Saving / Initializing Configuration

write memory Saves current configuration.

write erase Erases saved configuration and initializes to the factory default.
Current configuration is not erased by the command.

Current Config

B e - Configuration Commands

reload (reset) write memory(save)

Saved Config
startup-config

write erase (Initialize)

Factory Default
Configuration
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Backing Up and Restoring Configuration

Via console
Backup  Execute “copy terminal running-config”.
Then save the contents by the terminal.

Restore  Execute “copy terminal running-config” after executing “write-erase” and
“reload”. Then “write memory”.

Via console (Using by XMODEM)
Backup  Execute copy running-config xmodem.

Then launch XMODEM file transfer function by the terminal and receive the
configuration.

Add “ -c” option for XMODEM with CRC Check.

Restore  Execute “copy terminal running-config” after executing “write-erase” and
“reload”.

Then launch XMODEM file transfer function by the terminal and transmit the
configuration. To save the configuration, execute write memory.

Via tftp
Backup  Execute copy running-config tftp.

Restore  copy tftp startup-config then reload to make the configuration available.
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122 Hardware Reset and Power Off

RMC is designed not to be affected by hardware reset (Only RMC-MP 200 is supported.) or
power off without a shutdown operation, excluding cases below. However, when you turn
off the power supply, execute the “shutdown” command just to make sure.

L.:' In the case of use of RMC-MP1200, to turn off the power supply without executing
“shutdown”, you need to keep on pressing the power supply switch for four seconds or
more.

Do not power off while the following RMC status

When booting the system MP1200  while the LCD shows “Loading”
MP200 during the rotation indication of the status LED

While shutting down the system includes reload
During the execution of the commands below

write memory A command to save setting information

write erase A command to delete setting information

write log A command to store serial port log

clear log A command to erase serial port log

copy A command to save/restore setting information
upgrade A command to upgrade RMC software

target-test A command to test periodical operation to the device

During the operation above, display of the LCD and the status LED are as follows.

RMC-MP1200 A bar at the lower part of LCD shows the progress graphically.

IIIIIII*J

RMC-MP200 The status LED becomes the rotation indication.

When executing a function number “9” or “A” through a function switch Only MP200
®»Refer to 12.4 Function Switch Operation  MP200

123 LCD Qperation Panel MP1200

In RMC-MP1200, you can check various statuses by using the front LCD indication panel,
arrow buttons and buttons [A]/[B].

LCD Panel —T |
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Arrow button
Buttons [A]/[B]

LCD Panel

This panel consists of an upper and lower areas and a maximum of 20 characters are
displayed per area. The LCD panel shows various statuses including an IP address
and a menu available from an operation panel.

Arrow Buttons

(] | Upper and Lower buttons | Use to select a menu or select an item in the

o ] menu mode.

e

Left and Right buttons | Use to scroll to the left or right or to move a

cursor.

Buttons [A]/[B]

A0 Button [A] | Executes a displayed function.
8l Button [B Cancels an operation.
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Indication and Function of Normal Mode

Usually, the LCD shows an Ethernet port name and IP address on the upper area and banner
character string (or “RMC-MP1200") on the lower area as shown below. The banner string
can be set by set banner command.

Then, the operations below can be performed.

B Specifying Ethernet Port

| The buttons [AJ/[B] | allow you to select an Ethernet port of which address is
displayed.

At every pressing the button [A] or [B], “ETHO address”, “ETH1 address” and “Press
UP/DN for menu” are displayed in turn on the upper area of LCD.

B Displaying Operation Menu

When you press | the upper or lower button |, an operation menu is displayed on the

LCD and a menu mode is enabled.

Hm Scroll

When you press | the left or right button |, a banner character string on the lower area
of LCD is scrolled.

Indication and Function of Menu Mode

When you press the upper or lower button, a menu mode is enabled and a menu is displayed
on the upper area of LCD as shown below.

Select a menu with | the upper or lower button |.

Then, the selected menu is displayed on the upper area of LCD.

Press | the button [A] |when a menu to be executed has been displayed.

Then, the selected menu is executed.
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13 Configuration to Support New Device Type

The operation menus below can be executed through the LCD operation panel.

Menu Indication

RMC soft version

’ Function
Shows a version of software incorporated in RMC and current

time.

COM port status

Shows the status of the serial ports COM A, COM B and COML1 to
COM12.

ETH port status

Shows the Ethernet ports ETHO and ETH1.

Set ETH IP addr

Sets the IP address of the Ethernet ports ETHO and ETHL.

Set ETH speed

Selects the communication speed (10 or 100 Mbps) and
communication system (full duplex or half duplex) of the Ethernet
ports ETHO and ETH1.

Set LCD light

Specifies whether to turn backlight ON or OFF.

Write config

Saves the RMC setting information.

Restart Halt RMC

Restarts or shuts down (Halt) RMC.

Erase config

Initializes the RMC setting. (Returns it to the initial setting.)

To enable the IP address, Ethernet communication speed and LCD backlight setting,
which have been specified in the menu item 3, 4 and 5, even after restarting, you need
to execute the menu item 6 “Write config” to save the setting information.

B Button Operation During Execution of Menu Function

Once the menu item has been executed, each button function varies depending on the

executed menu. Each button is displayed on the LCD as shown below. Execute the
menu according to the guidance displayed on the LCD.

| Upper/Lower buttons |

| Buttons [A}/[B] |

AorB

Example of Operation 1 : Showing COM Port Status

Press | the upper or lower button |in the normal mode and display the following menu

“1: COM port status”.

Select a port, of which status you want to display, with | the button [A] | .

The lower area of LCD shows the description set in a relevant COM port. You

can any description by the “set description” command.
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Example of Operation 2 : Executing “ERASE config”

Pressl the upper or lower button | in the normal mode and display the following menu
“8: ERASE config”.

When you press | the button [A] |, a confirmation message is displayed.

Press| the button [A] |to execute “ERASE config”.Otherwise, press| the button [B] |to
cancel “"ERASE config”.

Example of Operation 3 : Setting IP Address

Press | the upper or lower button |in the normal mode and display the following menu
“3: Set ETH IP addr”.

When you press | the button [A] |,. a message requesting to select a port is shown.

Press | the button [A] | or | [B] | to select a port of which address you want to

set.

If the following contents are displayed, an address will be set up by button operation.

[]

A

L

Cursor position

Specify the setting value with | the upper or lower button |. (A number at the
cursor position varies.)

Move the cursor with| the left or right button |.
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When the setting has been completed, press .

Confirm the setting and press| the button [A] |.
The setting can by canceled by .

124 Function Switch Operation MP200

You can execute some commands described below by the function switch of RMC-MP200.

Function Switch

Selection of a functional number

When you press the [FUNC] switch on the front panel of the device, the LED shows “0.” and
a function number selection mode is enabled. A number shown on the LED increases at
every pressing the [FUNC] switch. When a desired function number has been shown, keep
on pressing the [FUNC] switch for one second or more. The LED blinks and a function of
the indicated number is executed.

If you do not press the [FUNC] switch for ten seconds or more, the function number selection
mode is disabled and the LED shows the IP address normally.

Function numbers shown on the status LED and RMC operations are shown below.

Indication RMC Operation

0

Shows a software version, date and time on LED.

1

Shows the status of control signal of the COM1 port on LED. (Refer to figure below)

2

Shows the status of control signal of the COM2 port on LED. (Refer to figure below)

3

Returns the COM2 port setting to the default value and sets it to the local console. (All

the users who logged in are force to log out.)

4

Set the IP address automatically.

5-6

Executes the “shutdown” command (terminates the system).

7-8

Executes the “reload” command (restarts the system after shutdown)

9

Execute the “write erase” and “reload” commands (returns the current setting value to

the initial setting value and restarts the system).

A

Executes the “write memory” and “reload” commands (saves the setting and restarts the

system).
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Indication of serial port signal state

LED shows serial port signal state for 4 seconds.

1. Not used
2. RTS

3. CTS
4. Not used
5. DTR

6. DSR
7. Not used

8: COM1(on) / COM2(off)

125 telnet/ssh Client Function

RMC Version3.5 supports telnet/ssh client function but it is disabled by default. To enable the
function execute set options command like an example shown below.

7

.

rmc@myrmc > enable

password

[rmc@myrmc]# set options client=telnet ~ Enables telnet client function
[rmc@myrmc]# set options client=ssh ~ Enables ssh client function
[rmc@myrmc]# set options client=telnet,ssh ~ Enables both telnet,ssh functions
[rmc@myrmc]# disable

rmc@myrmc >

B telnet client function

In the state where it logged in to RMC, the telnet command can be executed.

rmc@myrmc> telnet 192.168.0.1
Entering character mode
Escape character is "]
rmc@myrmc>

B ssh client function

In the state where it logged in to RMC, the ssh command can be executed.

rmc@myrmc> ssh 192.168.10.1
Escape character is '~'. Hit '~." to disconnect.
rmc@myrmc>
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13 Configuration to Support New Device Type

Basically RMC can connect to any type of device that has serial port, it is necessary to
prepare/customize filter and script for each device to use full functions of RMC. This chapter
describes basic condition to connect the device that is unsupported by default, and outline of filter

and script to support the device.

131 Supported Type of Device by Default

RMC has filter/scripts for several types of devices by default. Use show version command
to list the supported type of device. For these devices you just need to execute set
target-type command and it is not necessary to write filter/script. Refer to “RMC Release
Note” for detail of supported devices.

132 Basic Condition Required for Device to Support
The following condition is required to connect a device with RMC.
B Device has RS-232C/D Console Port
B Console Port of device can be accessed by ASCII dumb terminal

B Device puts its message to the console port by itself

133 Configurations to Support New Device Type

The com port should be configured, then specify the correct target type. By default each port
is configured for “cisco” (Cisco products). The following configuration is required to connect a

device other than Cisco product.
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B Define Type of New Target Device : set user-target-type {devicetype}

For each type of device to support, define the name of the type by set
user-target-type command. If the target type is already supported, it is not necessary
to redefine

B Specify Type of the Device to COM Port  set target-type {devicetype}
Specify the user-defined type to COM port by set target-type command.

B Create Filter for the Device  set target-filter {devicetype} {tfIN | config}

Write user-defined filter for the device then set it by set target-filter command.
Refer to 14 Customizing Filter for Device Message .

B Create Script for the Device  set target-script {devicetype} {scripttype}

Script is required for the following functions:
- Checking whether the device is enabled set target-check
- Getting device/network information set network-info-time
- Executing command requested by RMS

Write these user-defined scripts for the device then set it by set target-script
command.

Refer to 15 Customizing Script to Operate Device

Type of Script ’ ‘ Function provided by RMC

target-check Checks whether the target device is enabled.

network-info Device commands to get information related to the target device and network
automatically.

command Sends given commands to the target device.

login Sets an operation required when logging in a device. (Used when any other

script is executed.)

B Set E-Mail Destination of Script Result

The result of script execution is send by mail port that is connected with comN port and
targetN port. To specify mail port destination, execute set spy targetN mIN command.
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List of Related Commands

Common Settings for All Device Types

Filtering of messages output from the target device and setting of a mail
address.

set spy comN tfiIN mIN

Setting of a mail address to which information (keep-alive) on check
whether RMC is enabled is sent.

set spy rmc miN

Setting of a mail address to which information on check whether the target
device is enabled, network information and operation log are sent.

set spy targetN miN

Setting of a login name and password for the target device.

set target-login-name
set target-login-password
set target-enable-password

Setting of check whether the target device is enabled.

set target-check

Setting time to send network information.

set network-info-time

Setting of record of operation log for the target device.

set connect-log

User-defined Device Type and Setting of Filter/Script Usage

User definition of device type.

set user-target-type

Setting of user-defined filter specific to device.

set target-filter

Setting of user-defined operation script specific to device.

set target-script

Setting a user-defined device type to a COM port (A default setting of each
COM port is “cisco”.)

set target-type
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Relation of port and filter / script

The following figure describes the relation of each port, device-type, filter and script. In this figure,
new target type “typeA” and “typeB” is defined, and set COM1/COM2 as “typeA” and COM3 as
“typeB”. Console message from COML is connected to mail port 1 (ml1)
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14 Customizing Filter for Device Message

141 Filter Creation and Setting

Filters O (tfl0) to 7 (tfl7) can be defined per device type to control output information from the
target device. Set them according to a format of message output form the console port of
each device. To configure filter execute set target-filter command then write the filter by
“awk” program language.

Example of Filter Setting

Description of Filter Function

/link down/ Passes a line that includes a character string “link down”.
$0 !~ /link up/ Passes a line that excludes a character string “link up”.
[[A-Za-z]+[0-3]/ Passes a line that includes an alphabetical word followed by
one-digit number from 0 to 3.

/error/_ Passes a line that includes “error” or “warning”.
/warning/
[Error/ {

if ($0 !~ /password/ }{

print Passes a line that includes “Error” but excludes “password”.

}

}

Relation between the filter used for the target device (COM port) and mail port can be set by
the “set spy” command.

An example to define the filter tfl4 for the type “cisco” of a device connected to COM1 and to
use for transmission to an address specified in the mail port 1 (ml1) is shown below.

4 )
rmc@myrmc>enable
password
[rmc@myrmc]# set user-target-type typeA ~ Define a device type "typeA”
[rmc@myrmc]# set target-filter typeA tfl0 —~ Define tfl0 for the device “typeA”
[rmc@myrmc]# set port coml ~ Setting a current port to com1.
[rmc@myrmc(coml)}# set target-type typeA ~ Setting the device type of com1

port to “typeA”.
[rmc@myrmc(coml)]# set port mil ~ Setting a current port to “ml1”.
[rmc@myrmc(mli1)]# set mailto foo@routrek.co.jp — Setting an mail address of “ml1”
[rmc@myrmc(mli1)]# set spy coml tfl0 mil — Specifying a mail port
connected to com1 and a filter.

[rmc@myrmc(mli1)]# set mail-service ~ Starting the mail service.
[rmc@myrmc(mli1)]# disable
rmc@myrmc>

\ J
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L} Filtering function is disabled in the following condition.

- Manual device operation by connect command
- Automated device operation by RMC script

142 Testing Filter

By using the “filter-test” command, you can check whether a user-define filter is set properly.

An operation to check the filter tfl1 setting is shown below.

( N

rmc@myrmc>enable

password

[rmc@myrmcl]# filter-test typeA tfl0 ~ Starting the filter of "typeA” device tfl0 test.

XXXXXXXXXXXXXXXX ~ Entering a test character string (XX...X) and
then pressing the [Enter] key.

> XXXXX XXX XXX XXXXX ~ If the entered character string matches the
filter setting, the entered character string is
shown.

~ If the entered character string does not match the
filter setting, the filtered character string is not
shown.

~ Press the [D] key holding down the [Ctrl] key

to quit the command.
[rmc@myrmc]# disable
rmc@myrmc>
. J

If the filter tfl1 (which extracts the messages of importance 0 to 2) defined for the Cisco
product is specified, the indication is as follows:

When a message corresponding to the Level 1 has been entered as a test character
string:

Feb 918:18:22.676: %PIM-1-INVALID_RP_JOIN:  ~ Entered character string
>Feb 918:18:22.676: %PIM-1-INVALID_RP_JOIN: « Indication

When a message corresponding to the Level 5 importance 5 has been entered as a test
character string:

Feb 9 18:18:22.676: %AUTORP-5-MAPPING: — Entered character string

For above, nothing is shown because the test character string does not match the filter
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This chapter describes about customizing script to operate new device. There are 4 types of script

below.

B |ogin script

B command script

m  target-check script

®  network-info script

Sets an operation necessary for logging in a device. The script

is called by other scripts (command and target-check).

Sets an operation to send given commands to the target device.
The script is executed by case of network-info function and

command request from RMS.

Sets an operation to checks whether the target device is

enabled.

Sets commands for getting information related to the target

device and network.

151 Descrption of script

Script Keyword

List

RMC Script recognizes the following commands:

Command Function

! Runs an external command.

break Breaks out of an ‘expect’ statement.

call Transfers control to another script.

dec Decrements the value by one.

exit Exits script.

expect Keeps reading from the input until it reads a specified pattern then
execute execute given statement.

gosub Jumps to another place in the script. When the statement ‘return’ is
encountered, control returns to the statement after gosub.

goto Jumps to another place in the script.

if Conditional execution of statement.

inc Increments the value by one.

print Prints string to the result of the script.

return Return from a gosub.

send Send string with “Enter” to the target device.

set Sets the value of variable.

sleep Suspends execution for specified seconds.

timeout Sets the global timeout of the script.

verbose Prints input string from COM port to the result of the script.
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Comment

A line beginning with ‘#’ is recognized as comment.
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152 Function of Command

send <string> <string> is send to the device. It is followed by a' ' (carriage return).

<string> can be:

® Regular text, e.g. "send hello®
® Text enclosed in quotes, e.g. "send "hello world"*

Within <string> the following sequences are recognized:

n newline

=

carriage return

a bell

b backspace

c don't send the default' r'

f formfeed

ddd send a character ‘ddd’ (‘ddd’ is an octal number)

Environment Variable

Also $(environment variable) can be used. The following variables are available:

TARGET_LOGIN_NAME

Device login name set by "set target-login-name"
TARGET_LOGIN_PASSWORD

Device login password set by "set target-login-password"
TARGET_ENABLE_PASSWORD

Device privilege password set by "set target-enable-password"
ARG1, ARG2, ARG3, ARG4

Arguments specified by "set target-type {target_type} [arg1] [arg2] [arg3] [arg4]"
PORT

Current COM port name(e.g.: coml,com2,...)

TARGET_TYPE
Device Type set by "set target-type"

TARGET_SCRIPT

Current script name (i.e. "command","login”,"network-info","target-check")

DESCRIPTION
Strings set by "set description"
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print <string> Prints <string> into the result e-mail. . It is followed by a' r n'by default.

Like “send” statement, escape characters and environment variables can be used.
Result e-mail is the following:

"Network information” (device/network information result)
"Target command result" (RMS command request result)

"Target not respond", "target responds" (Result of device status)

label: Declares a label (with the name ‘label’) to use with goto or gosub.

goto <label> Jumps to another place in the program.

gosub <label> Jumps to another place in the program then returns to the statement after
gosub.

When the statement ‘return’ is encountered, control returns to the statement after the
gosub. Gosub’s can be nested.

return Returns from a gosub.

I <command> Executes external command.

On return, the variable '$?' is set to the exit status of this command (normally
non-zerofor error).

Available commands are as follows:

sendcmd

Executed in ‘command’ script.

Each time 'l sendcmd’ executed, it sends a command to the device one by one that is
specified by network-info script or RMS.

If no command is left, it returns 1.

test
Unix ‘test’ command.
An example to check whether “set target-login-name” is set:

I test "$TARGET_LOGIN_NAME"
if $?=0 goto has_login_name
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exit [value] Exit from script with an optional exit status. (default 0)

Exit status is defined as follows:

0: Succeed

1: Error (target device doesn't respond)
2: Script syntax error

3: Password error

set <variable> <value> : Sets the value of <variable> to the value <value>.

<variable> should be a single letter a-z. <value> can be an integer value or another

variable.
inc <variable> Increments the value of <variable> by one.
dec <variable> Decrements the value of <variable> by one.

if <value> <operator> <value> <statement>

Conditional execution of <statement>. <operator> can be <, >, I=or =.

Example:
ifa>3exitl

if $? = 0 goto error

timeout <value> Sets the global timeout of script.

By default, script will exit after 120 seconds. This can be changed with this command.
Note: this command acts differently within an ‘expect’ statement, but more about that
later.

verbose <on|off> If ‘on’ prints log from COM port to the result e-mail.

Default on/off state is differed by the type of the script

command :on
login :on
network-info :on
target-check . off
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]

sleep <value> Suspend execution for <value> seconds.

expect {
pattern [statement]

pattern [statement]
[timeout <value> [statement] ]

}

Expect keeps reading from the input until it reads a pattern that matches one of the
specified ones. If expect encounters an optional statement after that pattern, it will
execute it. Otherwise the default is to just break out of the expect. ‘pattern’ is a string,
just as in ‘send’ (see above). Normally expect will timeout in 60 seconds and just exit,
but this can be changed with the timeout command. The expect statement cannot be
nested.
If no pattern is in expect {} statement, any input breaks out of the expect.
Example: (Repeat expect until there is no input for 2 seconds)

loop:

expect {

timeout 2 goto no_input_for_2sec
}
goto loop
break Breaks out of an ‘expect’ statement.

call <scriptname> Transfers control to another scriptfile.

Transfers control to another scriptfile (Normally “login” script). When that scriptfile
finishes without errors, the original script will continue.
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153 Example of Scrppt Customization

Definition of Device Type

Prior to write scripts, define the type of the device by set user-target-type command.
An example to define device type “unix_server” and set the device type of COM1 is shown
below.

a Ny
rmc@myrmc > enable
password
[rmc@myrmc]# set user-target-type unix_server ~ Define "unix_server”
[rmc@myrmc]# set port coml
[rmc@myrmc(coml)]# set target-type unix_server ~ Set device type of COM1

to "unix_server”
[rmc@myrmc(coml)J#

login script

The “login” script is set by set target-script {target_type} login command. The role of the
script is to login the target device.

The script is not used independently but called by other script like “command” script and
sometimes “target-check” script.

An example of login script for device “unix_server” to login Unix server is shown below.

In this example, note that if no login name is set by “set target-login-name” the default login
name “root” is used.
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is the actual script part

set port coml

set target-type unix_server

set target-login-name {username}
set target-login-password {password}

set target-script unix_server login

Sets target device type of com1 port
Sets login user name of the Unix server
Sets login password of the Unix server

Command to set login script

# send [enter] and wait login prompt.
send
expect {

"$ " exit 0

"# " exit O

"login:" goto login

timeout 10 break

- Sends carriage return and wait prompt -

“$” or “#” (Unix shell prompt) means
RMC has logined already.

Go to login process if “login:” is received.
Fall through to login process if there is
ino response for 10 seconds.

#send login nam (even if there is no response (getty -n))

login:
! test "$TARGET_LOGIN_NAME"

if$2=0 send $(TARGET_LOGIN_NAME)

if $? =0 send "root"
expect {
"$ " exit 0
"# " exit O
"assword:" goto password
timeout 10 goto error
}
# send password
password:
send $(TARGET_LOGIN_PASSWORD)
expect {
"$ " exit 0
"#" exit 0
"incorrect" goto password_error
timeout 10 goto error
}
password_error:
exit 3
error:
exit 1

- Login process -
Cheks whether login name is set.

If set, send the login name.

If not send the default login name “root”.
Wait shell prompt

“$”, “#” means successful login

Go to password process if “(p)assword:”

Exits with error if no response for 10 seconds.

- Password process -

Sends password set in RMC (Enter if none)

Wait Shell prompt
“$”, “#” means successful login

If “incorrect” received, exits with password error status
Exits with error if no response for 10 seconds.

Exits with error code 3 (Password error)

Exits with error code 1 (General error)
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command script

The role of the command script is operating the target device to execute given command.
The command script is set by set target-script {target_type} command and executed
periodically for getting information of the device and networks, and also executed by the
request from RMS.

An example of the command script for Unix server target-type “unix_server” is shown below.
In this example, global timeout value is set to 240 seconds. Set appropriate timeout value
when there is a possibility to execute command that takes a long time to finish.

@

Command Request from RMS

RMC executes the command script by getting “Remote Command Request” or “Automated

Command Request on Incident” from RMS.

Refer to the following manual for detail:
Creating Remote Command Request Menu

®» RMS User’s Guide Appendix 3. Remote Command Menu

Automated Command Request on Incident

% RMS User’s Guide —Organization Administrator- 5.2
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is the actual script part

N\
set target-script unix_server command Command to set the command script
#command script for Unix :
call login Call “login” script

If login successed go back to the next statement
timeout 240 Sets the global timeout of the script
# command loop - Loop for sending a command to the device -
loop:

#send a command one by one
I sendcmd Execute external command “sendcmd”
The command sends a command to device
if$2!1=0 goto logout Exit status 1 means no more command.
gosub wait_prompt Waits prompt (ie. End of the execution)
goto loop Goes to next command
wait_prompt: - Shell Command Prompt recognition process -
expect {
"$ " goto wait_interval If “$”, “#” received go to wait_interval
"#" goto wait_interval
"assword:" goto sudo_password If “(P)assword” received. Process it.
timeout 120 goto error Error if no prompt for 120 seconds.

}

#wait 2 sec interval to confirm prompt

wait_interval: - Confirms command prompt -

expect { Loop until there is no response for 2 secs
timeout 2 return Returns if there is no input for 2 seconds.

}

goto wait_interval Go back to wait interval

sudo_password: - Password (maybe sudo) processing -

send $(TARGET _LOGIN_PASSWORD) Send login password

goto wait_prompt Goes back to wait prompt

logout: - Logout processing -

send ‘"logout" Sends “logout” command.

expect { Wait “login:” prompt
"login:" exit 0 Got it. Exits successfully.
timeout 20 goto error Error if no response for 20 seconds.

}

error - General error exit

exit 1 :
.................................................. J
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target-check script

RMC has the following two methods to check whether the target device is enabled.

® Check by signal status of RS232C

Checks whether the target device is enabled by RS232C DSR Data Send Ready
signal. To use the check method, no target-check script is necessary. If you set set
target-check command for the device that has no target-check script, RMC refers the
DSR signal. If the DSR is on, RMC determines the target device as enabled.

An example to check whether the Unix server target_type "unix_server” is enabled by
DSR signal status is shown below. In this example the result of the check is e-mailed to
ml1 mail port.

4 )
rmc@myrmc > enable

password

[rmc@myrmc]# set port coml ~ Sets current port to COM1

[rmc@myrmc(coml)J# set target-type “unix_server” ~ Sets the type of the device
of COML1 to “unix_server”

[rmc@myrmc(coml)]# set target-check ~ Enables to check whether the
target device is enabled.

[rmc@myrmc(coml)J# set spy targetl mil ~ Sets the destination of the
check result

[rmc@myrmc(com1)# show port coml ~ Shows configuration of com1

® Check by target-check Script

The role of the target-check script is to check response of the target device to determine
whether the device is enabled.

The target-check script is set by set target-script {target_type} target-check command,
and it is executed periodically by the interval set by set target-check command (by default
15 minutes). The result of the script is e-mailed with the subject "Target not respond” or
“Target responds” to the mail port that is connected (spied) with targetN port.

An example of the target-check script to check the Unix server connected with COML1 is
shown below. In this example the script sends carriage-return to the Unix server then
checks prompt "$", "#” or "login:"  in response to the input.
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Example of target-check script : is the actual script part

set user-target-type unix_server
set port coml

set target-type unix_server Sets type of the device at com1 ("unix_server™)
set target-check 10 Enables target-check every 10 seconds
set spy targetl mil Sets the destination of the result to ml1 port
set target-script unix_server target-check Sets target-check script from here
send Send carriadge return
expect { - Waits prompt in response to the input-
“$” exit 0 “$”, ”#”, ”login:” means the target is enabled.
“#" exit 0 Exits with status O.
“login:” exit O
timeout 20 exit 1 No response for 20 seconds means error
} (The target is disabled), exits with status 1
L )

network-info script

The network-info script is not a script actually but a list of commands to get information of device
and network. The script is set by set target-script {target_type} network-info command. The
command script refers to the contents of the network-info script and operates the device.

The command and network-info script is executed by the time set by set network-info-time
command and its result is e-mailed with a subject “Network Information” to the mail port
connected (spied) with the targetN port.

An example to get device / network information of the device connected with COML1 by the time
0:00 and 12:00 then send its result to ml0 and ml1 port is shown below.

"o

In this example, “last”, “netstat” and “ps” commands are used to get information.
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Example of network-info script ''''''''''''''' : is the actual script part
( )
set port com2 Sets the current port to COM2
set target-type unix_server Sets type of the device to "unix_server”.
set target-login-name admin Sets the login name for the device at com2.
set target-login-password password Sets the login password for the device.
set network-info-time 0,12 0 Sets the time to get information of the device.
set spy target2 mlO Sets the destination to mail port mlO.
set spy target2 mil Sets the destination to mail port mi1.

set target-script unix_server network-info  <Sets network-info script from here.

é#network information command for Unix

last Shows login history
i netstat Shows network connection status
ps afxw Shows list of process
k‘ .................................................. )

@,

To write actual script statements (not list of command) in network-info script, add the following

riting Actual Script Statements in network-info Script

definition at the top of the script.

#script

In this case the contents of the network-info is executed as the script statement and runs
independently of the command script.

154 Debugging Script

script-test comN {scriptname} command manually launches the script with debug
mode and it shows contents of input / output on the terminal.

An example to run the command script on COM1 with debug mode is shown below.
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is the actual debug log

7

[rmc@myrmc]# script-test coml command
enter test commands.

to start the script press CTRL-D at the beginning of line.

ps

- Request of command to execute -

Enter “ps” and CTRL-D

i<1:call login>

<1:send ">
<2: expect {>

ilogin: <3: "login: " goto login>

<7:}>
<10: !'test "$TARGET_LOGIN_NAME">
<11:if$? =0 send $(TARGET_LOGIN_NAME)>

i<11:if$? =0 send $(TARGET LOGIN_NAME)>

<12:if$? =0 send "root">
<13: expect {>

iserver_1

Password:<16: "assword:" goto password>
<18: }>

<21:send $(TARGET_LOGIN_PASSWORD)>
<22: expect {>

$ <23:"$ " exit 0>

<27:}>

i<2: timeout 240>
i<5: | sendcmd>

ps

i ---start command result---
--ps-o-

<6:if $? =0 goto logout>
<7:gosub wait_prompt>

i<11: expect {>

Stats “login” script

Got “login:” then go to login label

Tests target login name

Sends login name “server_1"

Got prompt “$”

End of login script

- Returns back to command script -
Send a command to device

“ps” is send
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155 Summary of Configuration to Support New Device

An example of configuration commands to define new target-type and its filter / script and set
it to com port is shown below.

As for filter definition, refer to ®14 Customizing Filter for Device Message

4 )

rmc@myrmc > enable

password
:----------------------- Conflguratlonsforeach type 0fdev|ce |--------------------------:
set user-target-type mytarget Defines a new device type "mytarget"
: set target-filter mytarget tfIN Defines the tfIN filter for “mytarget”
: show target-filter mytarget Shows all filters for “mytarget” :
: set target-script mytarget login Defines the login script for “mytarget”
= set target-script mytarget command Defines the command script for “mytarget” =
: set target-script mytarget network-info Defines the network-info script for “mytarget” :
= set target-script mytarget target-check Defines the target-check script for “mytarget” =
= show target-script mytarget Shows all scripts for “mytarget”
L ALLLLULLLLLLIEELELLLD Conﬁguration for each target device LLCEEEEE LR LR LR EERELY
= set port comN Sets current port to comN
: set target-type mytarget Sets the type of device to "mytarget" :
= set target-login-name Xxxxx
: set target-login-password XXxxx :
: set target-check Sets parameters for the device :
: set network-info-time h,m
: set connect-log :
= set spy comN tfN miIN Sets message filter and email destination for comN
: set spy targetN miN Sets email destination to target-check, network-info, etc. &

set mail-service Starts mail service.

disable

myrmc>

\ J
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16 Product Specifications

16.1 Specifications for Main Unit

Item RMC-MP1200 ‘ RMC-MP200
Serial Port EIA-RS232D (RJ-45) x 12 Serial Port EIA-RS232D (RJ-45) x 2
Interface
Serial Port EIA-RS232D (DB9) x 2
Network port IEEE802.3 10BASE-T/100BASE-TX(RJ-45) x 2 | IEEE802.3 10BASE-T (RJ-45) x 1
LCD Display Panel Status LED (7 segments),
Display function
LINK/ACT LED, Speed LED LINK/ACT LED
DC 5V
100V A H
Power supply 00V AC 50/60Hz (AC Adapter: 100V AC 50/60Hz)
Power consumption 1A (100V AC) DC 5V 1A
o ) diti Temperature: 0-40 Temperature: 0-40
perating conditions Humidity: 15 85% (No-condensing) Humidity: 15 85% (No-condensing)
EMI VCCI Class A VCCI Class B
Outside dimension
441x310x43.5 (mm) 85x110x23 (mm)
(WxDxH)
Weight 4.8Kg 1409

16,2 Specifications for COM Port

Pin Layout of Ports COM1 to COM12

Pin Number Signal Input/Output

RTS ouT

DTR ouT

TXD ouT

SG —
ATE54321 SG _

RXD IN

DSR IN

CTS IN

Pin Layout of Port COMA/COMB  Only MP1200

Pin Number Signal Input/Output

DCD IN

1 2 3 4 3 RXD IN
TXD ouT

=5
SG —

froE s DSR IN
RTS ouT

CTS IN

RI IN
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16.3 Specifications for Supplied Cable/Connector

Specifications for RJ-45 ROLLED Serial Cable (Cross Cable)

K 2m y S— 7
= I —
I 5
I 4
[ 3

RJ45 8-Position Plug [ 2

Specifications for RJ-45/DB9 Socket Conversion Connector (for
straight/serial terminal connection)

Pin Layout of RJ-45 8-Position Jack

(Front view
RJ-45 Jack 9-Position Socket Signal
(Female) (Female)
e e 7 CTs

y SR 4 DSR

= BTEIAIRI 3 _______________ 3 RXD
ﬂl L ] a4 3 4 1 4 _______________ 5 GND
L - I 5 GND
Bmmmmmmmmmmmmmmm 2 TXD

N S 6 DTR

Pin Layout of D-sub 9-Position Socket Bommmmmmmm s 8 RTS

(Front view)

Specifications for RJ-45/DB9 Plug Conversion Connector (for
cross/modem connection)

Pin Layout of RJ-45 8-Position Jack

(Front view)
RJ-45 Jack 9-Position Plug Signal

(Female) (Male)
Lmmmmmmmmm 8 CTS

L 2 6 DSR
17854121 T 2 RXD

-; 1 2 3 48 L e 5 GND
I'. - S5 5 GND

o P ——

T 0§ T mm e 4 DTR

8- eeee 7 RTS

Pin Layout of D-sub 25-Position Plug
(Front view)
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17 Trademark and License

Open SSL

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)

This product includes cryptographic software written by Eric Young (eay @cryptsoft.com).”

Postfix mail system

Copyright (c) 1997,1998,1999, International Business Machines Coproration and others.
All Rights Reserved.

GNU GENERAL PUBLIC LICENSE

Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA  02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
alowed.

GNU GENERAL PUBLIC LICENSE
TERMSAND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder
saying it may be distributed under the terms of this General Public License. The "Program", below, refers
to any such program or work, and a "work based on the Program" means either the Program or any
derivative work under copyright law: that isto say, a work containing the Program or a portion of it, either
verbatim or with modifications and/or trandated into another language. (Hereinafter, trandation is
included without limitation in the term "modification".) Each licenseeis addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running the Program is not restricted, and the output from the Program is
covered only if its contents constitute a work based on the Program (independent of having been made by
running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice
and disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any
warranty; and give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection
in exchange for afee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming awork based on the
Program, and copy and distribute such modifications or work under the terms of Section 1

above, provided that you also meet al of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the
date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived
from the Program or any part thereof, to be licensed as awhole at no charge to al third parties under the
terms of this License.
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¢) If the modified program normally reads commands interactively when run, you must cause it, when
started running for such interactive use in the most ordinary way, to print or display an announcement
including an appropriate copyright notice and a notice that there is no warranty (or else, saying that you
provide a warranty) and that users may redistribute the program under these conditions, and telling the
user how to view a copy of this License. (Exception: if the Program itself is interactive but does not
normally print such an announcement, your work based on the Program is not required to print an
announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not
derived from the Program, and can be reasonably considered independent and separate works in themselves,
then this License, and its terms, do not apply to those sections when you distribute them as separate works.
But when you distribute the same sections as part of a whole which is a work based on the Program, the
distribution of the whole must be on the terms of this License, whose permissions for other licensees
extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by
you; rather, the intent is to exercise the right to control the distribution of derivative or collective works
based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work
based on the Program) on a volume of a storage or distribution medium does not bring the other work
under the scope of this License.

. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the compl ete corresponding machine-readable source code, which must be distributed
under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no
more than your cost of physically performing source distribution, a complete

machine-readable copy of the corresponding source code, to be distributed under the terms of Sections 1
and 2 above on a medium customarily used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding source code.
(This alternative is allowed only for noncommercial distribution and only if you received the program in
object code or executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modificationsto it. For an
executable work, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation of the
executable. However, as a specia exception, the source code distributed need not include anything that is
normally distributed (in either source or binary form) with the major components (compiler, kernel, and so
on) of the operating system on which the executable runs, unless that component itself accompanies the
executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place counts as

distribution of the source code, even though third parties are not compelled to copy the source along with
the object code.

. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this
License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long as such parties remain in
full compliance.

. You are not required to accept this License, since you have not signed it. However, nothing else grants
you permission to modify or distribute the Program or its derivative works. These actions are prohibited
by law if you do not accept this License. Therefore, by modifying or distributing the Program (or any
work based on the Program), you indicate your acceptance of this License to do so, and all its terms and
conditions for copying, distributing or modifying the Program or works based on it.
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6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically
receives alicense from the original licensor to copy, distribute or modify the Program subject to these terms
and conditions. You may not impose any further restrictions on the recipients exercise of the rights
granted herein. You are not responsible for enforcing compliance by third parties to this License.

7. If, as a consegquence of a court judgment or allegation of patent infringement or for any other reason (not
limited to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise)
that contradict the conditions of this License, they do not excuse you from the conditions of this License.
If you cannot distribute so as to satisfy simultaneously your obligations under this License and any other
pertinent obligations, then as a consequence you may not distribute the Program at all. For example,
if a patent license would not permit royalty-free redistribution of the Program by all those who receive
copies directly or indirectly through you, then the only way you could satisfy both it and this License would
be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance
of the section is intended to apply and the section as awhole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to
contest validity of any such claims; this section has the sole purpose of protecting the

integrity of the free software distribution system, which isimplemented by public license practices. Many
people have made generous contributions to the wide range of software distributed through that system in
reliance on consistent application of that system; it is up to the author/donor to decide if he or sheiswilling
to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this
License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Program under this License may add an
explicit geographical distribution limitation excluding those countries, so that distribution is permitted only
in or among countries not thus excluded. In such casg, this License incorporates the limitation as if
written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from
timetotime. Such new versions will be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this
License which applies to it and "any later version”, you have the option of following the terms and
conditions either of that version or of any later version published by the Free Software Foundation. If the
Program does not specify aversion number of this License, you may choose any version ever published by
the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are
different, write to the author to ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision
will be guided by the two goals of preserving the free status of all derivatives of our free software and of
promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRERISK ASTO
THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.
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12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM ASPERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT
LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES
SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE
WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

net-snm

Copyright 1989, 1991, 1992 by Carnegie Mellon University

Derivative Work - 1996, 1998-2000

Copyright 1996, 1998-2000 The Regents of the University of California
All Rights Reserved

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES
WITH REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF

MERCHANTABILITY AND HTNESS. IN NO EVENT SHALL CMU OR THE REGENTS OF THE
UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR
PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS
ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

Copyright (c) 2001-2002, Networks Associates Technology, Inc
All rights reserved.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES, LOSS OF USE, DATA, OR PROFITS, OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING
IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

Portions of this code are copyright (c) 2001-2002, Cambridge Broadband Ltd.
All rights reserved.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER “AS IS* AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Product Support

For software upgrades, manuals and other information, refer to the following support
page:

http://www.routrek.co.jp/support/
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